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Abstract:

tion is leaked. So, it is needed to study effective protection methods against dynamic attack. The paper includes two aspects. First, do

Running software often faces serious threats, for example, the core algorithm is reversed or confidential informa-

in-depth analysis and comprehensive comparison of the existing method of software protection against dynamic attacks. According to
four mainstream software protection methods against anti-dynamic attack, we do comprehensive comparison of these four protection
methods from three indicators of implementation difficulty, performance impact and security . Second, Introduce the work of our two

studies in software protection against anti-dynamic attacks through examples. They are a software protection method based on dy-

namic deformation engine and a security-enhanced software protection based on virtual machine.
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885, WOl % EAE 0T R IO Ak B R KL, 1 S B E

T RN 5 A7 A5 00 B S B d8 4, S0 M i SULPRA T R85 1)
AEAY, L 32 TE A 43 A R0 B A Ak 3 o K b o A I Al B2
R B AR YR A AR (AR AL 2 T 38 217 I M B2, 34
58 VMBP MEIMLAGREAR H B4, S =g VMBP £ 473K
PR 4

VMBP H1 (1) 2 fiff B It 42 {1 20k & A2 R R $RA T h
SYMEASTRI A 4, 8055 T 0l 2k 2 W AT, R R AR
EZ0 s I S i A < £ 7 O [ N o3 € S T
VMBP PR3 1) A0 [R50 B, AT 1 i At A 22 5, IR It
FRAR T Yo B = b 4 0 W T RE . — e R 1R
il TR EAT MY PR E IR BRI ORI R
4.4 BZFHEWRSH

SE55 H Y : QB E B LR 1 B 25 TR 8 . QB ik
TR ZREERCR .

SCER PGS : Win XP SP3 #:4FE R 45, 3. 0GHz AL FE 2%,
4GB NAF, VS 6.0 JT K& 45 .

SIS W3 3.

F3  WBPHAER N (KB) RIS S BORITA ) (ps)

WA A TR RS
e A R "

Sk TR R 2 Hhiik RN T
o | T GRS |

T b 60 4 ‘ ’
compress | SCPFEAEF P 110 44684 229.447 1334

| s e 8 Ao
Hanoi 528.503 2388

TR 5.

S — : Y E HE AL AR A s 25

73 B AHRE S LER 3P 3 VMBP, CV( Code Virtualiz-
er)1.3.1.0 1l VMP(Virtual Machine Protector)1.7.0 X} 5&
B RHEAT IR, OR Ao BE S4B . 43 BT VMBP
TRIPET K AESZ A, XA AL B R ECBOM R £ (8, Bk 53
SR 1.2.3 I ORI B RN R S Bt T

BF I AN 4 FoR .
F4 RIPBREKN(KB) N RIPIE L AT E] (s)
VMBP
Tyrdsk | BiH Cv VMP
k=1 k=2 k=3
Size 253.952 | 274.432 | 293.855 | 278.884 | 114. 688
Csnake
Time | 248.587 | 296.609 | 304.331 | 330.956 | 326.426
Size | 249.856 | 270.900 | 295. 120 | 290.432 | 150.012
compress
Time 42590 43880 43951 31320 28769
Size 569.344 | 589.824 | 615.401 | 567.343 | 200.704
Hanoi
Time [4832.324(5283.562|5305. 817|4944.398|4760. 427

HI% 4 AT BEAE & R0, VMBP R 375 3R
ANEEA SN 20K B, J2 P 2 B A A B R BCRR S I T — A
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SN AL AR TR 1% g (y) B 484 PRI
BEBLIE KA [F) 96 2 A7 AN ) 1 B2 A A8 JE A A, 48 A 22
5. VMBP 5 CV X A R/NE MR B A AR ], (2 VMP £
PR EATE /N T AR A RN, & R Ry VMP 78 i 5 2 f
PR IS IR AR HOR .

SRR AU LR AP B B PR P4 PRAT I 1) 1) 52
Mg b R ) 5o 4, G 2 S 22l T X =M R AL
IR P P42 1) 2 i (Ao 8 R 5045 A2 T 11 32 A8
WHEANN. k=2 k=1 VMBP X545 & A7t
(I 52 60 B 48, 2 PR Ay 2 3 b 3 o 5, 38 m 1 4
M k=315 k=2 X HEWRIEARME, ZHH k=3
I 21105 32 174 A B R K, X6 BRA T o [ B A TS5 0

SEEG T B UE R ZREERCR

B VMBP LR 47 5 B A AT 6 I (k= 2), FIH]
IDC A A e O AP AR A3 IR A T IR A8 2, 20 3l 3 A
%é myp, My, M3, My, Ms, mm?ﬁ)ﬁi‘l‘%ﬁ%?)j’ftﬁ%*ﬁgg
PIHRATING 22 52 B AH(my s my ()

2x H(m,,m, ,,)
Numm(m,) + 'Nummz m, 1) (5)
HA, Numm(m,) s m, P84 B85 H(m,, m,, )
ICHIELHED mA m,,  PAHZERIE S MAREL

BRSPS B R FHAT I 52 254 5 B .

x5 HAEPREBREXPUTHIESER
ORI IR A my my ms3 my ms me
Csnake 14700 16098 14931 15165 15002 16293

AH(mx’mam-l) =

compress | 43921 40700 | 36379 37296 | 39408 | 40007

Hanoi 18600 | 20281 19432 | 21014 | 20418 19208

AR, B AR IS B AT 1 2 R EOR TR, S i A
[FI$HA T 25 R Y . R R BCompare X EE T H 4341, AT 1%
H(mx,mxﬂ),ﬂ%zﬁ

H12 6 AT LU Y, AR B ORAP 48 2 AN R AT 1Y
AR RES AL 0% . RS AuE &£
AT B A FEAT 2 A I 36k il — s TR Y. 22 S5 ) 2 Wi
2 E2AT x86 AL T AL HL sR BT . Bl 45 6 4 A Al bR
B, 22 5 P S5 BORBUR
4.5 NG

RS, 5350 AR Bl A A R
BRI T BT shAS T B AR AP PR TR 51 8
AR A DR AP O v A il 2 30 1) 20 A 0 N, 0 2R 4
BTG F52 T T 51 4 B A St U 4
HEFT R A 404, RORIG e 185 . e SUPLAR A 4 7
T30 I M AU AT A O S 5 A 4 I RE AL e s 22 b
PRPRAR , — 7 It S B AR A sh S A 1Y kR AT
PR35 P hi DUBIL S B e 10 A0 R eR BT 9, 3 4 A 2
AP 5 I — 7 A R By o R — Tl AN R IR T

HEULEE 4 fifp T 2 R AN [R] , A 2880 75 A el 3 6 T 22 3 110

RRYGEEAR.
Fo6 HARPRBIUBSFRIITEERNIESZURERE
il i H (my, my)|(my, m3)|(ms, my)|(my, ms)|(ms, mg)
Lygs

Hi(mg,m..1)| 6481 7201 6272 5868 6863
Csnake

AH (m,,m., )| 0.421 0.464 | 0.417 | 0.389 | 0.439

comp | H2(moyme.1) | 13286 | 13770 | 10284 | 15643 | 14722

ress \AH,(m,,m,,;)| 0.314 | 0.357 | 0.279 | 0.408 | 0.371

Hy(m,,m,.) | 7742 7918 7716 8657 8510

Hanoi

AHy(m,,m, 1) 0.398 | 0.399 | 0.382 | 0.418 | 0.430
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